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Introduction to M2M Intelligence®  
M2M and IoT, connecting devices and machines to the Internet with Intelligence, promise 

benefits from smarter cities to healthier citizens to autonomous manufacturing. For 

businesses this means new revenue, new business models, higher efficiencies and new 

modes of customer engagement.  

M2Mi simplifies this business transformation with the M2M Intelligence® Platform, unifying the 
entire M2M and IoT solution under one management.  From cybersecurity to global connectivity to 
in-stream message flow analysis, M2Mi simplifies M2M and IoT deployments and product launches. 
Thus, new M2M and IoT opportunities are faster to revenue, cheaper to maintain, more transparent 
and responsive to business conditions. 

The M2M Intelligence® platform delivers enterprise grade, scalable, policy driven cyber security 
combined with infrastructure automation to provide platform-wide intelligence. This enables rapid 
deployment of “thin” applications using the platform for security using Lockbox policies, device 
connectivity, access to the desired data via a configurable message flow architecture, QoS, etc.; 
thereby enabling the apps to focus on business logic. 
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M2M Intelligence® components 
The M2M Intelligence® v5.6 platform includes the following components: 

M2M Cyber Security: M2M Cyber Security is a massively scalable and low cost solution for critical 
infrastructure protection and secure information exchange. It includes patented Lockbox technology 
with fine-grained and dynamic policies to control conditions for data flow and access. Its integration 
with network orchestration enables it to intelligently understand current M2M and IoT ecosystem 
context and take policy-driven actions to control the flow of information.  

M2M Automation: M2M Automation simplifies complex network, device connectivity, provisioning 
and cloud data center operations to drive value for M2M and IoT services – without ripping or 
replacing existing investments. Its modular design, ability to provide security, access to data, 
connectivity and in-stream message analysis from the platform enables "thin" applications, thereby 
allowing organizations to rapidly develop and deploy value added M2M and IoT solutions 

M2M Bundled Connectivity: Bundles global carrier bandwidth services (over 200+ countries and 
250+ partners) with the M2M Intelligence® platform – thus enabling worldwide device to cloud data 
center connectivity, unified billing and automated deployments. 

3rd Party Integrations: Every enterprise has existing investments in Analytics, Access Control, 
Asset Management, etc. The M2M Intelligence Platform includes a robust and simple to use harness 
to integrate third party capabilities and control paradigms with those native to the platform.  This is 
particularly valuable as more and more device manufacturers pair device offerings with vertical-
specific analytics tools. 
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How to use the Quick Start Guide 
The Quick Start Guide shows M2M and IoT administrators how to rapidly deploy value 
generating applications using the M2M Intelligence® v5.6 platform SaaS offering on the IBM 
SoftLayer Cloud infrastructure.  

The guide walks through a simple five-step process to deploy an M2M and/or IoT solution: 

1. Establish your company profile and define requirements such as users, authorizations  
2. Build message and device models and to configure the message types and devices the company 

will be connecting to 
3. Connect your devices using standard protocols such as MQTT over global telecom connections, 

and configure specific message and device types. Load up the devices in bulk 
4. Customize your security policies with subscription-based Cybersecurity services or create new 

policies with M2Mi Lockbox security, defining the conditions for access, secure connection 
channels, encryption paradigms, carrier network filters, alerts and device verification and 
trust. 

5. Build FlowChain message flows using modular in-built functions to allow messages originating 
from the various devices to be collected, transformed, analyzed, filtered, combined and sent 
to multiple destinations such as MQTT brokers, storage for consumption by applications. You 
can also create alerts that trigger when certain conditions are met. 

The remainder of this document includes an architecture overview, review of the dashboard 
components, and more details about using the platform interface to accomplish specific tasks.  

For more advanced usage guidance, see the full M2M Intelligence® Platform User Guide. 

For development and direct integration, see the M2M Intelligence® Platform API Guide. 

For questions, please contact M2Mi at info@m2mi.com.   

THIS IS A SHORT INTRODUCTION TO THE QUICK START GUIDE. 
FOR THE FULL DOCUMENT, PLEASE CONTACT US AT 

INFO@M2MI.COM 

[Cite your source here.] 

mailto:info@m2mi.com
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Solution dashboard components 
This section details the user interface components of the solution.  

LIVE M2M/ IoT INFORMATION DASHBOARD 
From the Platform dashboard, you get a single pane view of your deployed components. All of your 
critical M2M and IoT stats visually displayed, including:  
 

 Cloud, Platform and 
Security Usage,  

 Message, Data, Alert and 
Lockbox Activity,  

 Searchable alerts, alert 
type breakdown and 
interactive timeline  

 Current cybersecurity and 
value added service 
subscriptions,  

 

INTELLIGENT FLOWCHAIN ASSEMBLY 
Intelligence at the Platform layer saves expensive processing on the device and reduces complexity 
and redundancy at the application.  M2Mi Intelligent FlowChains enable you to add intelligence to 
device data streams easily through the flow visualization tool.   You can collect messages, filter data, 
aggregate, convert data types, transform multiple streams, add a secure channel, configure alerts or 
automated events.  The possibilities are rich and powerful. 
 

 Collect and Aggregate data from multiple devices, device groups, topics, streams  
 Authorize or Verify device identification and trusted state 
 Analyze data in-stream, Identify trends and data dependencies 
 Send data to 3rd Party Analytics for industry specific intelligence or deep analysis 
 Build Device Context – Neighbors states, network connection details, security implications 
 Convert data units, normalize or transform data structures and reporting paradigms 
 Customize Reporting by schedules, threshold triggers, activity level 
 Report Intelligent data on Secure Channels, through republishing or direct to datastore 
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DEVICE PLATFORM CONFIGURATION & ONBOARDING 
The power of the M2Mi platform lies in its ease of use. Device configuration consists of 2 steps: 
Message model creation to profile incoming and outgoing message elements or records, and finally 
creation of the Device model which associates all of the communication channels to the particular 
device type and links to the specific message model.  
 

 Configure device, and 
message models 

 Group Devices for 
ease of 
management, bulk 
policy or intelligent 
data flow treatment 

 Register devices for 
bulk on-boarding  

  

HINT: Check for Existing Device models First 

Once a manufacturer or user has added a 
specific device and made the profile 
Public. Your work is done. 
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CYBERSECURITY SUBSCRIPTION & SECURITY CUSTOMIZATION  
Following M2Mi’s expertise in cybersecurity, the M2M Intelligence Platform has considerable 
security built into the fabric of the platform. The M2Mi Lockbox manages encryption, secure 
information exchange, system trust levels, DDoS protection, data access and API authorization 
across the entire end-to-end M2M and IoT ecosystem. On this foundation, you can add additional 
security measures: 
 

 Select Industry Compliance or Best Practice based Cybersecurity Subscriptions 
 Customize security Lockbox policies and platform settings to meet corporate security or 

individual system requirements 

USER AND ACCOUNT MANAGEMENT 
Here you can manage user roles, as well as add, edit and remove accounts. Note that to see all 
company users and make changes to their accounts you must have ADMINSTRATOR role yourself.  
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Using the platform 
Here we describe how to use the platform to configure, manage and create devices, data 

flows, security policies and users.  

Configure device and messages 
This section allows you to complete new device models and create new message models. Assign a 
message model for each new device model via the “Assign Message models to Devices” form box. 
Provide a “Channel Name”, assign a message model by selecting a template located in the “Message 
models” table. The toggle button displays a message model’s records. Click on the “ADD” button to 
use a message model. Choose a connection type and assign your message model to a device model. 
 
If the exact message model isn’t available as a template, you can create a new message model with 
existing record templates.  If the record isn’t available either, you can manually create new records 
which are appended to the “Message models” table. Make sure to select at least one device identifier 
record for the source device of the data. 

 
 
If you have a message example and are not sure how to create a new message model, click the 
mapper button and proceed to message mapper section. You will have the possibility to paste a 
message example. Simply specify the message structure (json, xml, etc.) and the platform will 
suggest a customized record for the message. Assign parameters for each record entry. When 
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finished click the “next” button. Go back to the “Configure Devices and Messages” section to 
complete your new message model. Your custom record is appended at the end of the “Message 
Data Records” table. 
 

 
Once you have finished creating provisioning your records, data profiles, and device models, click on 
the “Secure Data and Infrastructure” submenu link to select Subscribe to Global Cyber Security 
Services or Customize Individual Policies. 
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Secure data and infrastructure 
Select from available security and compliance services. This is also where a user can subscribe to or 
create custom security policies and channels for a specific application. 

 
 
The platform includes a number of in-built security templates and best practices packages. Click on 
“Policy Manager”.  You can also build your own security policies if desired (see the Policies section). 

Register devices and SIMs 
Provision your devices to the application. To do so, add a unique device identifier for each new 
device. Select the desired device model, and if required, assign a group for your device. If your device 
requires a 3g connection, enter its IMSI number. Once you push the “register” button, the provisioned 
device will appear in the “Current Device List” table. 
 
For large deployments, click the “batch” button to upload a pre-formatted file containing the device 
id’s and device IMSI’s.  
 
When finished click the “Review and Deploy” submenu link to finalize the application provisioning. 
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Review and deploy 
An important section which pulls together the entire application, allows you to delete & edit objects 
or return to steps and then creates the objects after the user is done. 
 
When ready, push the deploy button. Upon success, the platform will provide you with additional 
information such as required MQTT topics (in case of shared broker selection), etc. 
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Device configuration 
Manages the devices, device models, and define the specific message models generated from a 
device. This section provides the user with more liberty as she/he can add/edit/delete managed 
objects that are more restricted in the application provisioning. We define 4 types of objects listed by 
hierarchy: message models, connection profiles, device models, and devices. Each object requires it 
child to be provisioned first starting with the message model. 

The most important object is the device model as it contains all of the required information to define 
a live device.  
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Add, edit and delete device models 
Device models enumerate the characteristics of a device.  

Add, edit, delete devices 
When adding a new device, you have to assign a profile to it.  
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Add, edit, delete message models 
Each device sends out data – the type and characteristic of this is defined in a data/message model. 
The messages can be in defined types such as JSON, XML etc.  
 
 
You can also define the characteristic of the message such as temperature, pressure, speed, 
location etc… 
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Data and message flow  
This section looks at how the messages originating from the various devices can be collected, 
transformed, analyzed, filtered, combined and sent to multiple destinations – all with a focus on 
security using the lockbox policies. 

 

 
You can combine multiple functions to transform data here. With the ability to create new functions 
and new lockbox policies, the ability to create intelligence at this layer is unique. Applications can 
now subscribe to the “optimal” data without having to duplicate the sophisticated modular, 
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functional model of the M2M Intelligence platform. This enables apps to be “thin” as well as focus on 
the business policies.  
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Add, edit and delete flows 
Adding, changing or deleting a flow is simple – it is basically a description and name.  

 

Configure a flow 
The platform implements a specific transformation by creating a data flow instance. A data flow is a 
logical sequence of operations on a data. A flow consists of a set of sources, a set of functions to 
transform and a set of destinations for the combined data. 

It typically starts with the collection of raw data and completes with the forwarding of the processed 
data to e.g. the cloud storage database where it is consumed by applications. Between the collection 
and the forwarding of the data, the data can be manipulated, analyzed and formatted in many 
different ways by constructing the desired sequence of operations. 

You can also define lockbox security and compliance policies that can dictate who can access, and 
under what conditions the data is deposited to a destination 

User clicks on “Create new Flow”, fills name and description in popup, and clicks on “Create” button. 
Screen is refreshed and display the Existing Intelligent Flows Panel. The data flow is configured in as 
follows: 
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Add collection channel  
A Collection channel is made of 2 functions: A Collector and a Data Converter.  

The function of a collector is to collect raw data from devices. Data can be collected from a specific 
device or from a group of devices. A collector connects to a specific protocol (MQTT, SCADA, XMPP, 
HTTP), and collect data exchanged via that protocol. Collectors are generally the first component of 
a data flow. 

Click on “Collector” to open a wizard.  

 

1. “Select devices”: User selects one or multiple devices from a table/list. User can only select 
devices with the same device model. 
 
 

2. “Select channel”: User selects the channel from a drop-down. The list of possible channels is 
generated from the common device model of the devices selected in step one (channel must 
be output). Upon selection of the channel, its information should be displayed with an 
emphasis on the data profile associated to the channel.  
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3. “Apply conversions”: Select from a list of standard conversions (for e.g. Celsius to Fahrenheit) 

to convert incoming data to a new output. 

The created collection channel now appears on the “Display zone”. Steps 1-3 can be repeated to add 
multiple collection channels. 

Add functions 
User adds functions to the data flow from the menu of available functions. Functions include Filters, 
Alerters, Authorizers etc. Upon selecting a function, a configuration zone is displayed where User can 
enter configuration parameters. User confirms by clicking “Add” button and the function is added to 
the display zone. Operation is repeated to add several functions. 
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Add distribution  
The distribution channel defines where the data can be sent to. It includes a Reporter to create a 
reports from a data or set of data, a Filter to make the distribution conditional, and a Distributor to 
forward the data to a specific destination e.g. the data store or another MQTT broker. 

User clicks on “Add distribution channel” and a wizard opens.  

 

1. “Select Report”: User selects a report from the list of available reports.  After a report is 
selected, the user can enter configuration parameters. 

 
 
 
2. “Add condition”: User can add a condition, i.e. add a filter, to the distribution channel. 

 
3. “Select destination”: User selects a destination to forward the data from a drop-down with 

choices including e.g. “MQTT Channel”, “Data Store”. 

The created distribution channel now appears on the “Existing Intelligence Flows”. Steps 1-3 can be 
repeated to add multiple distribution channels.  

You can click on the “play” icon to start a message flow. Depending on the chosen report type, the 
activity, alerts, and usage will be displayed in the Application Dash. 
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Cyber Security configuration 
Configure the whole security infrastructure for the platform, including setting up Lockbox 

policies, developing compliance policies for your organization. You can also configure these 

options from the “Applications” tab. 

 

The system comes with a collection of inbuilt policies. You can build your own Lockbox policies 
using the Lockbox wizard. 
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The Lockbox policies can be based on specific actions such as HTTP Post, MQTT Publish etc. Finally 
describe conditions where the Lockbox policies are engaged and action is taken. 
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User and account management 
 
This section shows how to setup accounts and associate them with organizations in the platform. 

 

Add, edit or delete users 
Enables you to add, edit or delete users from the platform. Click on the appropriate buttons on the 
top right of the table. There are four levels of user responsibility as seen here.  

 

 Infrastructure administrator: Manages the entire platform and is the super admin for the platform 
 Infrastructure operator: Operates the entire platform across multiple organizations 
 Customer administrator: Manages the organizations section of the platform and is the super 

admin for the organization 
 Customer operator: Operates the organizations section of the platform 
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