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M2M Automation simplifies complex network,  
device connectivity, infrastructure provisioning  
and cloud data center operations to drive value  
for M2M and IoT services.
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M2M Intelligence® integrates  
M2M Automation and M2M Cyber Security  

to provide the essential platform  
for the M2M and IoT economy
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Generating value to organizations from the large M2M and IoT opportunity 
requires an efficient and responsive infrastructure – from connectivity, 
provisioning, to application deployments in the cloud. However, deploying such 
an efficient and dynamic infrastructure can be complicated – especially when 
addressing networking, application and security complexity. According to Gartner, 
addressing higher complexity areas such as networking and applications in the 
cloud data center can yield significant provisioning and agility advantages.

Simplifying the infrastructure 
requires addressing many 
areas such as connectivity 
from devices to data 
center, dynamic network 
reconfiguration to adapt 
to changing environment, 
synchronizing multi-system 
changes based on policies, 
provisioning networks 
optimized to the application 
environment among others. 
Moreover, any solution will 
have to incorporate existing 
investments in technology 
that many organizations have 
already made.

Scale: Today’s infrastructure is not 
designed to address the requirements for 
massive connectivity, data flow, storage, 
compute and near real-time analysis

Dynamic environment: An M2M and IoT 
ecosystem is always changing with 
devices, networks, compute assets, 
applications etc being added, moved or 
replaced

Stove piped solutions: M2M solutions are 
currently  custom developed for single 
scenario uses – with 50 billion projected 
devices coming online soon, this piece-
meal approach will not work

Rapid response: The M2M and IoT 
environment is very contextual and 
requires rapid fast data analysis and 
response to incoming, and possible 
unforseen, data flow

Heterogeneous infrastructure: Includes 
devices, carriers networks, applications, 
network equipment from multiple 
ecosystem participants 

Applications drive value: M2M and IoT value 
will require developing and operating 
enterprise, multi-tier M2M applications

Why is infrastructure automation critical for M2M/IoT?

All these issues raise complexity and resource challenges across the M2M and IoT infrastructure. 
Simplification and automation of the environment is thus critical for success.
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Simplifying the M2M and IoT  
infrastructure
M2M Automation simplifies complex network, device connectivity, infrastructure provisioning and cloud data 
center operations to drive value for M2M and IoT services, all without ripping or replacing existing investments. 
It provides foundational connectivity and networking as well as higher level policy management, and intelligent 
ecosystem discovery to enable contextual and fast data analysis.

M2M Automation includes the following capabilities:

Intelligence: Intelligently understand current M2M ecosystem state to enable system-
wide optimized responses. This includes deep discovery and mapping of security, 
networks and infrastructure assets. Understand how a change can affect QoS and 
respond appropriately.

Policy management: Utilize performance, access, security, QoS policies to drive 
infrastructure decisions. This separates the business policies from implementation 
details to increase flexibility and response. It enables a programmable and software 
defined infrastructure to reduce stove-piped solutions and increase scale and 
repeatability of M2M and IoT solutions.

Fast data: Rapidly deploy multi-tier M2M and IoT enterprise applications and provide 
a web services API for business applications to connect and extract data for analysis - 
thus enabling a fast data paradigm Enables applications to be dynamically configured, 
secured, load balanced and migrated based on business and security policies.

Provisioning: Deploy M2M and IoT infrastructure (networks, VMs, firewalls, 
load balancers, etc) as well as optimize the infrastructure for multi-tier enterprise 
applications. It implements a functional model to increase modularity and reduce 
dependencies on specific vendor products – thereby increasing the speed of 
provisioning.

Network virtualization: Simplify complex, heterogeneous networks and enable 
intelligent network reconfiguration to respond to events. M2Mi includes deep 
integration into heterogeneous and legacy network OS products to enable this. M2Mi 
Secure Lockbox integrates with this layer to control the flow of information within the 
ecosystem.

Orchestration: Manage multi-system infrastructure changes without impact to QoS, 
SLAs. This ensures that changes are synchronized and happen in the right order. The 
modular nature of M2Mi OS libraries makes it easy to add support for new devices.

Connectivity: Connect large numbers of devices to cloud data centers and provide 
access to global carrier bandwidth and data services. This abstracts away multiple 
carriers or heterogeneous data center networks. The API set can also provide 
enterprises access to bandwidth and data as part of a bundled offering.
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Summary
M2M Automation simplifies complex network, device 
connectivity, provisioning and cloud data center operations to 
drive value for M2M and IoT services. This can significantly 
increase agility, reduce time for enterprise application 
deployments to hours from days, enable organizations to offer 
premium SLAs to drive revenue, enable fast data analytics - all 
without replacing existing infrastructure investments. M2M 
Automation, in combination with M2M Cyber Security, provides 
M2M Intelligence®, the essential platform for the M2M and IoT 
economy.

Scenario: Automating the M2M and IoT infrastructure
The following scenario describes how M2M Automation intelligently discovers the ecosystem, understands QoS 
requirements and reconfigures the infrastructure and carrier network to meet policies.
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1
A new cargo 
container is 
connected to 
network using 
MQTT protocols. 
It is identified and 
gets its security 
credentials

2
Connectivity 
policy requires 
an internal VPN 
connection and 
firewall rules for 
specific ports. 
Moreover, QoS 
requires a latency 
of 10ms and 
2mbps bandwidth 
from device to 
cloud

3
Utilizes integration 
with global 
carrier M2M 
network is used 
to select a local 
partner carrier 
that meets policy 
requirements 
of latency and 
bandwidth

4
Once selected, 
QoS is defined and 
carrier routing is 
established for 
speed on partner 
carrier

5
Intelligent 
discovery 
understands that 
the data center 
network uses 
Cisco with an F5 
firewall

6
Data center 
network and 
firewalls are 
reconfigured 
by the network 
virtualization layer 
to meet VPN and 
firewall policy 
requirements

7
Cargo container 
can now connect/
send data and 
meets the policy 
requirements 
for end to end 
connectivity


